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Preface
About this User Guide
This User Guide has been developed for Funded Agencies of the Department of Health and Human Services (DHS) to refer to as a guide when reporting privacy incidents (including near misses etc.) using the Privacy Incident Report Form.

Introduction

What is a privacy incident?
A privacy incident may be a breach, a possible breach or a ‘near miss’.

· Breach or Possible Breach – an action or omission that results in loss, theft, misuse or unauthorised disclosure of personal information, or has the potential to do so.

· Near Miss – are situations where a breach would have occurred without intervention. This includes situations where a privacy incident has occurred without any actual disclosure of personal information
· Where a complaint has been made that a privacy breach has occurred, which then needs to be investigated (all allegation of privacy breach).
Client information
Funded agencies have access to a client’s personal, health and sensitive information, which is often provided on the basis of trust.

It is critical that funded agencies protect the privacy of this information. When a privacy breach, possible breach or near miss has occurred, Funded Agencies must capture this information and report this privacy breach to DHHS.
Refer to service agreement clause 17.3(i), under the Privacy and Data Protection Act 2014 or the Health Records Act 2001.
Reporting privacy breaches alongside CIMS

Funded organisations previously reported privacy incidents as category one critical incident reports. With the introduction of the Client Incident Management System (CIMS) a new privacy incident report form was developed, a web based form in the Feedback Management System (FMS), to enable funded organisations to continue notifying the department about privacy incidents.

A privacy breach that impacts a client may need to be reported as a client incident under CIMS as well as through a privacy incident report.

Capturing privacy incidents
The Privacy Incident Report Form captures details relating to:

· the privacy incident
· the clients impacted
· the immediate risks

· how the incident is being managed and if a breach has occurred, how it is being contained

· information relating to security and breaches.

Reporting privacy incidents
Funded Agencies must report all client related privacy incidents to the department within one business day of becoming aware of, or being notified of a possible privacy incident, or within one business day of an allegation being made of a potential breach.
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	Possible privacy breaches should continue to be reported on, as well as confirmed breaches.


Purpose of notifying DHHS
The purpose of notifying privacy breaches allows the department to:

· ensure timely and effective management of privacy incidents
· follow up with clients/ service user in a timely and respectful manner

· address contributing factors and develop actions to prevent future privacy breaches

· assist in identifying systemic issues
· learn from incidents to improve how client information is handled.
Privacy Incident Report Form
What is the Privacy Incident Report Form?
The Privacy Incident Report Form is used to record details about privacy incidents and how they are investigated and managed.
Privacy Incident Report Form access
To access the Privacy Incident Report Form is available by clicking on the link on the Reporting Incidents Page –  https://providers.dhhs.vic.gov.au/reporting-incidents to be directed to the Report a privacy incident page.

Funded Agencies do not need a logon to access the Privacy Incident Report Form, just click on the link in the Funded Agency Channel to be directed to the Privacy landing page.
You can access the Privacy Incident Report Form via the following:

· PC (Desktop/ Laptop)

· Tablet

· Mobile Phone.
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	The Privacy Incident Report Form assists staff to report to the department privacy incidents and actions taken to address immediate risks and issues.
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	The Privacy Incident Report Form refers to privacy breaches as incidents and other privacy related incidents, such as: allegations of a privacy breach and privacy breaches made by others (non-departmental staff) as ‘privacy incidents’.


About the Privacy Incident Report Form

Report a privacy incident landing page
The Report a privacy incident landing page is the first page seen each time you access the Privacy Incident Report Form for privacy incidents. 
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The table below provides a desciption of key components of the Report a privacy incident landing page.

	No.
	Description

	1. 
	The Report a privacy incident statement provides a summary of the requirements.

	2. 
	To view the Department of Health and Human Services Privacy Policy click the link to access it, when required.

	3. 
	The Proceed button is used to navigate to the Report and Contain tab of the Privacy Incident Report Form.

	4. 
	If you wish to read the Privacy statement, Disclaimer and Accessibility, you can click the links at the bottom of the landing page.


Report and Contain tab
The Report and Contain tab is used to capture privacy incident information into each state of this form, i.e. Service, Reporting officer, Dates, Description, Person(s) impacted and Containment.
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The table below provides a desciption of the key components within the Report and Contain tab.

	No.
	Description

	1. 
	The Report and Contain tab contains all the stages to be completed before the Privacy Incident Report Form can be submitted.

Note: These stages are shown as links at the top of the Report and Contain tab.

	2. 
	Each stage contains a description about the type of information that is entered, such as: 

· Service – the information about the organisation delivering the service at the time the privacy incident occurred.

· Reporting officer – contact details of the staff member reporting the privacy incident. These details are needed for follow ups and for accountability.

· Date – date/ time of the privacy incident occurred and the date/ time it was reported.

· Description – details about the privacy incident, e.g. what, when, where, how and the cause of incident. Only enter information that is necessary for the privacy incident to be managed. 
· Person(s) impacted – details the persons impacted by the incident and their relationship to the department. Ensure that you provide the correct details so that the department can effectively manage the privacy incident. 
· Containment – details relating to information disclosed, consultation activities and whether a privacy breach occurred.

	3. 
	Where a field name contains an asterisk (*), this is a mandatory field and must be completed before progressing to the next stage within the Report and Contain tab.

	4. 
	What is this? – if you require guidance on what needs be entered/ selected, click the What is this? link below a field/ checkbox option/ radio button etc. to display the inbuilt help.

	5. 
	Text field – click in the field and begin typing in certain fields, such as Organisation Name, Address etc. and a list of options will display based on the text entered in a Text field.
Note: Other fields (without a dropdown arrow) may just be a free text entry field.

	6. 
	Checkbox option – in the instance that you cannot locate information, you have the option to select the checkbox (where applicable) and manually enter the required data, e.g. address.
Note: The Report and Contain tab also provides the capability to select multiple checkboxes in a list, e.g. Consultation Taken (Containment page).

	7. 
	Dropdown Arrow – click in a field with the dropdown arrow to display a list of pre-defined options available for selection. 
Note: Only one option can be selected from a list of pre-defined options.
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 There may be instances where additional fields display based on an option selected, for example, you select a Program and another field called Service Type displays ready for entry/ selection.

	8. 
	Cancel button – if you have entered data that is incorrect and wish to start again, click the Cancel button. You will be presented with a Cancel Feedback Form message confirming if you wish to cancel, click Yes then re-enter the data.
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	On all other pages, you will see a Back button to the left of the Cancel button. Once all mandatory fields on that page have been completed, if you need to return to a prior page, click the Back button to navigate to it. You can change/ amend selections made.
Alternatively, you can click the links at the top of the form to navigate backward and forward between each stage.
Note: This can only be done when all mandatory fields are completed.

	9. 
	Next button – once all mandatory, and any additional fields have been completed, click the Next button to progress to the next stage in the Report and Contain tab.


Declaration Page
The Declaration page is used to declare that the information provided in the Privacy Incident Report Form is true and correct. You must tick the checkbox to indicate that you understand your responsibilities upon completing the this form. You then Submit the report to DHHS.
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Incident submitted successfully Page
The Incident submitted successfully page provides you with the incident report number, refer to the bold text and the opportunity to download a copy of the incident report in a PDF format.

Clicking the Exit button returns you to the Report a privacy incident landing page.
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Instruction: Complete the Privacy Incident Report Form
Purpose
Use this instruction to enter privacy incident information into the Privacy Incident Report Form.

Pre-requisite
You have navigated to the Funded Agency Channel and clicked on the Privacy Incident Report Form link. The Report a privacy incident landing page is displayed.
Note: The organisation used for this example is the Department of Health and Human Services (DHHS), however you would need to select your own Funded Agency* when entering the privacy incident details into the Privacy Incident Report Form.
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 Important: If you cannot locate your agency in the system, please contact your Funded Ageny Contract Manager.


	Step #
	Description

	1. 
	From the Report a privacy incident landing page, click the [image: image11.png]Proceed




 button to navigate to Report and Contain > Service page.
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	2. 
	In the Organisation name* field, start typing the name of the delivering the service at the time of the incident and the applicable organisation displays for selection.

	3. 
	Select your organisation’s name from the list displayed.

	4. 
	In the Address of service delivery* field, start typing the address where the privacy incident occurred.

Note: As you type, a list of address options matching your criteria displays.
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 The street name and suburb is validated by Google Maps. The street number is not validated.

	5. 
	Select the relevant address from the list displayed.
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	If there is no address match, tick the No address match for my organisation checkbox to select it. The following fields display ready for manual entry:

· Street number and name

· Suburb/Town

· State

· Postcode

	6. 
	Click in the Area* field and select the relevant area from a list of predefined options.

The predefined options are based on the organisation selected in step 3.

Note: The Area contains a Division’s prefix, e.g. East – Goulburn, West – Barwon, North – Mallee, South – Inner Gippsland.
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	Once the Area is selected, the Program field displays.

	7. 
	Click in the Program* field and select the relevant program (associated to the area) most relevant to the privacy incident.
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	Once the Program is selected, the Service type field displays.

	8. 
	Click in the Service type* field and select the type of service (branch) the organisation was providing at the time of the incident.

Note: This list displays the relevant options based on the Program selected in step 7.

	9. 
	Click the [image: image17.png]


 button to progress to the Reporting officer stage.
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	While the system requires you to enter your personal details, your details are not shared beyond the system and are necessary to ensure the incident is effectively recorded and managed, so you are not able to remain anonymous. 

	10. 
	In the Surname (family name)* field, enter your surname into this field.

	11. 
	In the Given name* field, enter your first (given) name into this field.

	12. 
	Click in the Reporter’s job title* field and enter your job title.

	13. 
	In the Telephone* field, enter your telephone or mobile number.

Note: There must not be any spaces between the numbers, otherwise the field will error and you will need to amend the number entered.

	14. 
	In the Email* field, enter your email address.

	15. 
	In the Line Manager’s Name field, enter your line manager’s name or the person responsible for managing the privacy incident.
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Your line manager is the incident manager in relation to a staff / client incident, and therefore their name must be included, they cannot remain anonymous. 

	16. 
	Click the [image: image21.png]


 button to progress to the Dates stage.
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	17. 
	In the Date of incident* fields, enter the date as DD/MM/YYYY.

Note: Use the Tab key (on your keyboard) to tab between these date fields.

	18. 
	Click in the Date accuracy* field to select one of the following predefined options:

· Exact

· Estimate

· As I was told.

	19. 
	Click in the Time of incident* field to select the time the incident occurred.

Note: The time is shown in the 24:00 hour clock and in 15 minute increments.

	20. 
	Click in the Time accuracy* field to select one of the following predefined options:

· Exact

· Estimate

· As I was told.

	21. 
	In the Date incident disclosed* fields, enter the date as DD/MM/YYYY.

Note: Use the Tab key (on your keyboard) to tab between these date fields.

	22. 
	Click in the Time incident disclosed* field to select the time the incident was disclosed.

Note: The time is shown in the 24:00 hour clock and in 15 minute increments.

	23. 
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 button to progress to the Description stage.
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	24. 
	Click in the Location of incident* field and enter the location where the incident occurred.

	25. 
	Click in the Incident description* field and enter information of the privacy incident.

[image: image25.png]


 Keep the description short and factual and only include information that is necessary to manage the incident.

Note: A maximum of 5000 characters can be entered in this free text field.

	26. 
	Click the [image: image26.png]


 button to progress to the Person(s) impacted in incident stage.
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	27. 
	Click in the Client unique identifier type* field and select the person’s unique identifier from a list of predefined options, e.g. CRIS, HiiP number etc.

Note: If the person impacted by the incident is not a client, select Not Applicable from the list. If Not Applicable is selected, go to Step 29.

	28. 
	Click in the Client unique identifier* field and enter the applicable person’s number (based on the identifier selected in step 27 above), if required.

	29. 
	Click in the Surname (family name)* field and enter the person’s surname.

	30. 
	Click in the Given name* field and enter the person’s first name.

	31. 
	Click in the Sex* field to select the person’s gender.

	32. 
	Click in the Indigenous status* field and select the person’s indigenous status from a list of predefined options.
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 For clients and staff, it is expected that Indigenous status would already be collected by the department. This field is included so that the department can respond in a culturally appropriate manner. This information should not be used for any other purpose. If you do not have indigenous status on the file and you need to ask an individual their indigenous status, then you need to seek their consent to include this information.

	33. 
	If the privacy incident relates to a client, in the Date of birth fields, enter the date as DD/MM/YYYY.

Note: Use the Tab key (on your keyboard) to tab between these date fields.
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 The date of birth is not required for a departmental staff member or a member of the public. It is necessary to include this information for a client so that the client can be clearly identified and therefore the breach or incident can be effectively contained. 

	34. 
	In the Address* field, start typing the person’s primary place of residence.

Note: As you type, a list of address options matching your criteria displays.

	35. 
	Select the relevant address from the list displayed.
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	If there is no address match, tick the No address match for the client checkbox to select it. The following fields display ready for manual entry:

· Street number and name

· Suburb/Town

· State

· Postcode.

	36. 
	Click in the Relationship to department* field and select an applicable option from a list of predefined options, e.g. Staff Member, Client, Member of the Public.

	37. 
	Click in the Have the immediate safety needs of each client have been met* and select the appropriate option from the list.

Note: If the person impacted by the incident is not a client, select Not Applicable from the list.

	38. 
	Select the applicable (one or more) Relevant privacy principles* checkbox options.

Note: Suggest that you access ‘What is this’ and click the Information Privacy Principles and Health Privacy Principles link to view the details of each privacy principle, where required.

	39. 
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button to save these details.

Note: The fields collapse and you can delete or edit the saved details, if required.
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	If there is more than one person is impacted by the incident, click the Add person to incident button and complete the details. A total of 10 persons can be added to the Privacy Incident Report Form.
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 Please note that the Information Privacy Principles and Health Privacy Principles apply to the collection of personal and health information in this system, so you should only include personal and health information that is necessary to manage the incident.

	40. 
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 button to progress to the Containment stage.
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	41. 
	In the Information disclosed* section, choose the applicable checkboxes to indicate what type of information has been disclosed.

	42. 
	Click in the Actions taken in response to the incident field and enter details about the action taken to:

· ensure safety and wellbeing of person(s) impacted

· contain the privacy breach

· mitigate risk

· capture the date and time of phone calls and discussions.
Note: A maximum of 5000 characters can be entered in this free text field.

	43. 
	In the Consultation taken* section, choose the applicable checkboxes to indicate what consultation has been taken or who advice was sought from.
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	If Other has been selected, an additional field displays to enter who (other people or organisation) has been consulted or advice sought.

	44. 
	Click in the Status of information disclosed* field and select the relevant status from a list of predefined list of options.

· Contained = disclosed information has been controlled and protected

· Not contained = not possible to retrieve the source of the disclosure

· Not retrievable = incident not related to the information disclosed.

	45. 
	In the Further risk of disclosure* section, choose either the Yes or No option to indicate if there is further risk of disclosure.

	46. 
	In the Privacy breach occurred?* section, choose either the Yes or No option to indicate if a privacy breach has occurred.

· If you choose Yes, this will progress the privacy incident for further assessment and investigation

· If you choose No, this will close the privacy incident
· If you are unsure, choose Yes, this will progress the privacy incident for further assessment and investigation.

	47. 
	Click in the Case Notes field to enter any case notes relating to the incident.
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When you enter case notes, only include information that is necessary to manage the incident. 

	48. 
	If required, you can upload a file for this privacy incident. Click the Upload a file link and navigate to the folder location where the file is saved.

	49. 
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 button to progress to the Declaration page.
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	50. 
	Read the declaration information and tick the checkbox to indicate your understanding and responsibilities relating to the reported privacy incident.

	51. 
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  button to submit your Privacy Incident Report. You are directed to the Incident submitted successfully page.
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	52. 
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 button to download a copy of the Privacy Incident Report Form for your records. 

The PDF file displays at the bottom of the screen, as per below example.
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	53. 
	Click the PDF to open. The PDF opens in a new window.

From here you can save or print a copy of the incident report.
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Only save or print a copy of the incident report if this is necessary for your work and for recordkeeping under the Public Records Act 1973. Remember to keep the record in a secure location as this record includes personal and possibly health information about an individual or individuals. 
When finished, return to the Incident submitted successfully page. 

	54. 
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 button to return to the Report a privacy incident landing page.

	Result:
	A privacy incident report has been created and submitted to the department.


Further assistance
For more information contact your contract manager of local privacy advisor.
	To receive this publication in an accessible Format email privacy@dhhs.vic.gov.au
Authorised and published by the Victorian Government, 1 Treasury Place, Melbourne.
© State of Victoria, Department of Health and Human Services September 2017.
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